CHAPTER 7

COMMUNICATIONS

The BCS can transmit and receive data communications on four channels.  Three channels are dedicated to external communications with battalion, observers, etc.  The remaining channel is used to transmit fire commands to the howitzers.

7-1  Communications Equipment

The BCS has three communication channels that may be connected to field wire, VRC-12 radios, or SINCGARS radios for external traffic.  These signals can be encrypted with the SINCGARS ICOM radio or with the TSEC-KY57.  The BCS has one communication channel for internal traffic.  This channel may be connected to field wire, VRC-12 radios, or SINCGARS radios.  This net is not normally encrypted.

7-2  Receiving a Message

Upon receipt of a message, the message is placed in the input queue and the audio alarm will sound (if activated by an entry in Audio Alarm in the System Setup).  A message indicator will display reverse video indicating the type of message received.   A checkfiring message will cause the BCS to display CHK FIRE in reverse video in the middle display.  A fire mission related message would cause the BCS to display FIRE MSN in reverse video.  All other message types will cause the BCS to display MSG RCVD in reverse video in the middle display.

When the ALARM ACK key (F10) is pressed, the audible alarm is silenced and the CHK FIRE, FIRE MSN, or MSG RCVD indicator is turned off.

Messages in the input queue can be reviewed in one of three ways:

(1)  Press the RCVD MSG (F11) key once.  The message at the top of the input queue is displayed.

(2)  Press the RVCD MSG (F11) key and CTRL key simultaneously.  The SYS;IQSUM is displayed.  The SYS;IQSUM displays the category/type of the message, the originating subscriber, the message header, and message status.  Received messages are listed in the queue by priority.  Messages of the same priority are further ordered by date time group of arrival with the most recently received message listed last.

(3)  The third method is to display the SYS;IQSUM from the main index.

The received message priorities and their corresponding message indicators are shown in Table 7-1.
	MSG PRIORITY
	MSG INDICATOR
	MSG NAME

	1
	CHK FIRE
	FM;CHECK:FIRING, COMD;CF, and *FM;FOCMD

	2
	FIRE MSN
	FM;CFF (URGENT)

FM;CFF (PRIORITY)

FM;CFF (NORMAL)

FM;SUBS, FM;HBMPI, FM;INTM, FM;FIRE, COMD;CC, FM;QF, and *FM;FOCMD

	3
	MSG RCVD
	FM;MTO, FM;NUKE, AFU;AMMO, AFU;UPDATE, AFU;REG; SPRT;BGEOM, SPRT;LOC, SPRT;ZONE,SPRT;MAP, ATI;CDR, ATI;AZR, ATI;SHR, NNFP;CFF, NNFP;FPTU, MET;CM, SYS;FORM, SYS;PTM, SYS;RING, and *FM;FOCMD


Received Message Priorities and Indicators

(Table 7-1)

*  The FM;FOCMD message is a general purpose message.  An FM;FOCMD message with an entry of CKFIRE or CHKALL is a priority one message.  An FM:FOCMD message with an entry of FIRE is a priority two message.  An FM;FOCMD message of READY, SHOT, SPLASH, or RDCOMP is a priority three message.

Immediately following receipt of a message, BCS will transmit a control message.  This message is either an acknowledgement (ACK) or a negative acknowledgement (NAK) control message to the distant station.  The response criteria for each one of these actions is:

(1)  Acknowledgement.  An ACK message is transmitted if the message:

- is addressed to the BCS or the relay address of one of the BCS' subscribers.

- is from a legal subscriber.

- is correctly serialized.

- does not contain an uncorrectable error.

(2)  Negative Acknowledgement. A NAK message is transmitted in response to a received message if all the above criteria are met but the message is incorrectly serialized.

The computer ignores the message and sends no response if the entry in the System Status field of System Setup is OFF or if the message:

- contains an uncorrectable or checksum error.

- is not addressed to the BCS or the relay address of one of the BCS subscribers.

7-3  Communications Line

The communications line (Fig. 7-1) contains information the BCS uses to process transmitted and received messages.

The communications line is the first line of each message that is transmitted or received.  It is also displayed on summary messages (e.g. BCS;OBSUM) from which selected messages can be transmitted.  The communications line consits of the header and the introductory text.

The header consits of the first six spaces of the communications line.  The header provides instruction to the computer for the transmission of messages.  The header format is the same for all message types.  The computer will enter all the required data unless an unencrypted (manual authenticated) message is transmitted.

The introductory text is the remainder of the communications line.  It provides information about the messages transmitted between the BCS and another device.

Table 7-2 explains each element of the communications line.

Communications Line

(Fig. 7-1)

	FIELD
	SUBFIELD
	NAME
	UNITS
	COMMENTS

	Header
	[1]

[2]

[3] and [4]

[5]

[6]
	Destination Address

Transmission Repeat Number (TRN)

Serialization number or Authentication code

Message type designator

Origin Address
	Alphanumeric

Numeric 0, 1, 2, or 3

Alphanumeric

1-7, T, D, and H

Alphanumeric
	When transmitting a message, the computer enter the subscriber's source address in this position. (Refer to the CA field of the SYS;SBT message)  On an incoming (received) message, the entry for destination address is the source address for your BCS.  (Refer to the ADDR field of the SYS;COMM message)

The number of times the message has been retransmitted.  If you are transmitting a message and the net is unencrypted, you must make an entry in this field.

These fields are used in authentication and synchronization of a message.  If you are transmitting and the net is unencrypted, you must make an entry in this field.

Message type designators are:

1 - Check Firing/Cancel Check Firing

2 - Fire Mission

3 - New Message

4 - Test Message

5 - Control Message (ACK/NAK)

6 - Relay 

7 - Bit Oriented Message (BOM)

T - DMD Message (Test)

D - DMD Message (Data)

H - AFCS Message (PALADIN)

The address of the sender of the message.  (Refer to the CA field of the SYS;SBT message). 

	P
	
	Message Priority 1 (highest) to 3 (lowest)
	Numeric
	Indicates the message priority by displaying the number 1, 2, or 3. The entry here tells the computer which reverse video message indicator should be displayed upon receipt of a message.

	SB
	[1]

[2]

[3]

[4]

[5]
	Section/Launcher

Platoon

Battery/Company

Battalion/Squadron

Regiment
	Alphanumeric

Alphanumeric

Alphanumeric

Alphanumeric

Alphanumeric
	When manually transmitting a message, you must enter the logical name of the destination subscriber in this field.  The entry must be identical to the way the subscriber's name was entered in the SYS:SBT message.  For messages that are automatically or semi-automatically transmitted, the BCS will complete this field.  

	C
	
	Security Classification
	
	You are not required to enter any data in the C field.  The computer automatically assigns the classification to each message.  The operator has the option to change the classification as required.

UN -  Unclassified

ETO - Encrypted for Transmission Only

C - Confidential

S - Secret

CFR -  Confidential, formerly restricted data

SRD - Secret Restricted Data

C*C - Confidential/Crypto

S#C - Secret/Crypto


Communication Line

(Table 7-2)

	SG
	[1]

[2]
	Indicates the segment of the message being processed.

Indicates the total number of segments in the message.
	
	Not used by BCS in message processing

	DT
	[1]

[2]

[3]

[4]
	Date-Time Group

Day

Hour

Minute

Second
	Numeric

Numeric

Numeric

Numeric
	The date and time the message was transmitted or received.  This value is computer generated from the date and time of the BCS clock.

0 through 31

0 through 23

0 through 59

0 through 59

	ID
	
	Identification 
	Numeric
	Identification number assigned to each message sent or received by the computer.  Values displayed are 0001 to 9999.

	A
	
	
	1, 2, 3, or 4
	The A field indicates a classified message transmitted on an unencrypted net, a relay message, net sensing override is to be used, or that a message received from higher was automatically processed.  The only legal operator entries are O or N.  Possible displayed entries are:

O - A claasified message is to be transmitted in the clear

R - a message has been relayed

N - net sensing is to be overidden for this message

A - a message received from higher has been automatically processed

B- a blank skeleton message generated in response to a SYS;FORM message from a VFMED

Blank - a message is to be sent encrypted

	No name
	
	Communications Channel 
	
	Indicates the communications channel that a message was received on.


Communication Line (Cont.)

(Table 7-2)

7-4  Automatic Self Authentication
Automatic self authentication is a technique used by the US Marine Corps and the US Army when an encryption device (KY-57 or ICOM SINCGARS) is available.  This method does not rely on any type of code book.  Because the messages are encrypted at transmission, any received message from a legitimate subscriber should be considered valid. 

The BCS still requires synchronization between the BCS and the distant station for the message to be received free of errors.  This is done by the use of serial numbers.  A message received from a subscriber has a serial number in the 3rd and 4th positions of the message header.  This number must match the number in the Next Message Recieved field of the System Subscriber.  If it does, an acknowledgement (ACK) message is transmitted to the distant station.  If it does not match, a warning is displayed: WARNING: ILLEQUAL SEQUENCE INDEX NUMBER RECEIVED EXPECTED __.  Also, a negative acknowledgement (NAK) message is transmitted to the distant station.  This NAK message will change the "send" serial number (in most cases) of the distant station to the correct number that the BCS now expects. 

If the message was received from TACFIRE or LTACFIRE, the NAK message transmitted by the BCS will not change the "send" serial number of those devices.  This is because TACFIRE and LTACFIRE cannot lower their serial numbers; therefore all NAK messages have no effect.

7-5  Transmission Modes

There are three modes modes of transmission utilized by the BCS.

  a.  Automatic Message Transmission.  The BCS automatically composes, addresses, and transmits the message with no operator action.  For example, an FM;CFF is automatically transmitted to the the FSO when an entry is made in the FSOXMIT field of SYS;SETUP.

  b.  Semiautomatic Transmission.  The BCS automatically composes and adresses the message, but the operator must actually transmit the message.  For example, an MTO is automatically composed for an observer who transmitted a fire mission.  The BCS operator must actually transmit the message.

  c.  Manual Transmission.  The BCS operator must compose, address, and transmit the message.

7-6  Communication Checks

When first joining a net, the BCS operator may send a communications check to all subscribers on a net by entering ALL in the fifth subfield of the SB: field of a SYS;PTM.  This only applies to the SYS;PTM message.

7-7  Message Formatting During Transmission
The BCS will reformat some messages before transmission due to the nature of the destination device.

    a.  Fixed Format Devices.  Devices such as the DMD FIST DMD, DMS, FED, Q-36, and Q-37 are classified as fixed format devices.  These devices do not recognize the message formats used by the BCS.  The BCS will take a message (such as an FM;MTO) and convert it to a string of characters which are usable by the destination device.

    b.  Bit Oriented Messages (BOM).  To enhance survivability, the BCS condenses certain messages types before transmission.  This process, which is invisible to the operator, is called Bit Oriented Message Processing, and is used during transmission to IFSAS, LTACFIRE, TACFIRE, or another BCS.  The following messages are transmitted in this fashion:  FM;CFF:O (FM;CFF;O indicates a fire order mission or a mission from TACFIRE), FM;CHECK, FM;FOCMD, FM;OBCO, FM;NUKE, AFU;REG, AFU;AMMO, AFU;UPDATE, NNFP;CFF, SPRT;BGEOM, SPRT;ZONE, MET;CM, ATI;AZR, ATI;SHR.

7-8  Data Relay

When two devices cannot directly communicate with each other, the BCS can perform relay communications.  Multi-hop relaying can be done with subscribers which use a specific message header.  This header is used by MIL-STD-188-220, TACFIRE Net, MSE, and ADDS protocols.  Device types that have the multiple capability of using these protocols are considered to be Variable Message Format (VMF) device types.  VMF device types have the capability of using a multi hop relay process, a process in which a transmission can be passed through multiple subscribers before reaching its desination.  Fixed format device types or MDS, which is a variable device type, can use the TACFIRE Net protocol, but are limited to using the single hop relaying process.  The operator is not required to perform anything special to set up the multi-hop relay.  The multi-hop relay will automatically occur when the relayer relays through another subscriber.

In a single - hop relay, the BCS can perform as the relayer between two other devices or the BCS can relay through another device to a distant station.

When the BCS is acting as a relayer, four kinds of relay are possible.  The BCS can act as a relayer between two fixed format devices (such as a TACFIRE DMD and a FIST DMD).  The BCS can act as a relayer between a variable format device (such as TACFIRE) and a fixed format device (such as a TACFIRE DMD).  The BCS can act as a relayer between two variable – format devices (such as TACFIRE and another BCS).  The BCS can also act as a relayer between a howitzer and another subsciber (Paladin).

When the BCS is relaying through another device, the relaying device must be a subscriber that is already entered in the data base as a subscriber.

The following paragraphs describe the different types of relay performed by the BCS.


A.  BCS As A Relayer Between Two Fixed – Format Devices.  In order to set up this kind of relay, the operator must use the RLY field in the Add/Edit Subscriber Screen.  First, the operator must make entries for each fixed format device in the Add/Edit Subscriber format just as if no relay was used.  The operator then makes a unique entry in the RLY field for each fixed format device in the relay.  The entry in the RLY field for each device is the address the other device in the relay will use to address messages ro the first device.  For example, to establish a relay between DMD 1 (physical address A, relay address B) and DMD2 (physical address C, relay address D), enter “B” in the RLY field for DMD 1 and “D” in the RLY field for DMD 2.  DMD 1 will address messages to DMD 2 using the address D.  DMD 2 will address messages to DMD 1 using the address B.

When a device in the relay transmits a message using the RLY address of the other device, the message is received at the BCS.  The BCS automatically relays the message to the other device.  The BCS will:


1.  Change the destination character in the header of the communication line (RLY field entry) to the physical address of the destination device ( TACFIRE channel address field entry).


2.  Change the source character in the header to the address in the RLY field for the source subscriber if one is present.  If not, change the source character to the BCS physical address.


3.  If the message was received with correct serialization, the message is automatically transmitted.  The serial number fields of the TACFIRE Net subscriber screen will be updated for both devices.


B.  BCS As A Relayer Between Two Variable – Format Devices.  In order to set up this kind of relay, simply enter both devices in the Subscriber Screen just as if no relay was being used.  No entry in the RLY field is required for either device.

When one device in the relay transmits a message to the other device for relay through BCS, the message is received at the BCS.  The BCS will:


1.  Change the destination character in the header of the communication line to the physical address of the destination device and change the source character in the header to the BCS address.  If the IP addresses are in use, the BCS will insert the correct source and destination address.


2.  Change the name in the SB field of the communication line to that of he originating subscriber.


3.  Indicate relay (6) in the 5th subfield of the header, and “R” in the A field of the communication line.


4.  Indicate in the communication line the channel on which the message was received.


5.  Convert the message to a Bit Oriented Message (BOM) format if the message is legal for conversion and the destination subscriber is a BCS.


6.  Automatically transmit the message if it was received with the correct serialization.


C.  Bcs As A Relayer Between A Fixed – Format Device And A Variable – Format Device.   In order to set up this kind of relay, the operator must use the RLY field of the TACFIRE Net Subscriber format.  First, the operator must make entries for both subscribers in the Subscriber screen just as if no relay was used.  Then the operator must make a unique entry in the RLY field for the variable format device.  The entry in the RLY field is the address the fixed – format device will use to address the variable- format device.

When the fixed – format device in the relay transmits a message to the variable- format device for relay through BCS, the message is received at the BCS.  The BCS will:


1.  Insert the data in the received message into a VMF binary message.


2.  Change the destination character (RLY Address) in the header of the communication line to the physical address of the destination device and change the source character in the header to the BCS address.  If IP addresses are in use, the BCS will insert the correct source and destination IP address.


3.  Insert the name of the originating subscriber in the SB field of the communication line.


4.  Indicate relay (6) in the header and “R” in the A field of the communication line.


5.  Indicate in the communication line the channel on which the message was received.


6.  Automatically transmit the message if it was received with the correct serialization.

When the variable – format device addresses a message to a fixed format device using the RLY address, the message is received at the BCS.  The BCS will:


1.  Receive the message with the destination subfield in the header matching the BCS address and the SB field containing the logical name of the destination.

2.  Convert the message to a fixed – format message.


3.  Insert the destination’s physical address (non relay) into the destination subfield of the header.

4.  Insert the source subscriber’s RLY field entry in the source subfield of the header if a RLY address is present.  Otherwise, insert the BCS address into the source character of the header.


D.  BCS Relaying Through Another Device.  In order to set up this kind of relay, complete the Add Relay Subscriber format with data about the relay subscriber.  The operator must complete the Thru Subscriber Name field with the name of the subscriber that will be the relayer.  The entry in the Thru Subscriber Name field must be for a subscriber that is already entered in the database as a BCS subscriber.  Otherwise, an error message is displayed.  

To send a message to device two, address the message by entering the logical name of device two into the SB field of the communication line.  When the operator transmits the message, BCS inserts the address of the relaying subscriber into the destination subfield of the header of the communication line.  If the destination is a fixed – format device, the message will be inserted into a SYS: DMDRLY message.  The message will be transmitted to the relaying device.  The relaying device will relay the message to device two.
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